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More Crackmes-@3ae Cramd

03 b Lo gbjga ) ysesuaal gbga R4ndom’s tutorials on Reverse Engineering gbjgs sy 03l j) @ise Cramsd ayelw

s yiiuny 535339 31y eanled eladl g1 (s9) xih Jo3ls a5 Cgla3 ol | i5 gbjes Alis (S33)5 easled )5 (o 5)S

© s)ls (6)5p § (Ao

1510 03BTW) B9 (8 5)5 )3 O 1 a5 oxb (Bjgal ! s assews Resource Hacker (s asliy johiras § (6 (5)5 g3 ol

P,

GW)R

(30 g0)6S )s canyou.dll J3d a5 sagb pilals) 3335 JUOIly )s |y canyou.exe Jls

Fil: View Debug Plugins

LN DO @ HHE B SEfDIDEDaO0aE B

Options

Window Help Tools BreakPoint->

iEllwEE 1] ] |

984020E8
AR4n20FA
AR4R2AF8

aR4
984020E@ | 5

_ _ﬁijﬁg )
=|&]x

{GT>

60 08 PUSH 0 Hodule — NUL = ngglst“s CFPUD
UgaBiuel]( . ES Fop20088 | CALL <JMP.SKERNEL3Z.CetModuloHandlon> Bothodulohandicn SETEICI3 TornelIs nasemnadlmtmu“k
TR PUSH O i 1Paran = NULL ;
368 29164000 PUSH cansou.B0481027 DlgProc - canyou.084@1029 Eh Py nAnponRodyebn LIS
] USH @ hOwner - NULL FSP GR12FPEC
] PUSH Bn plemplate = EBP DO12FFP94
z FF}S C430406( PUSH DWORD PTR [483@C41 Inst = ES1 0000000
3 Beo2aa60 | CALL CTHP.RUSER2.DialogBoxParant> Dlalnanxl’aramR EDI P00ae0ea
: PUSH ExitCode - 8 .
. CALL CIMP . BXERNELI2 . ExitProcess> ExitProcess EIP 084818088 canyou.{ModuleEntryPoint>
- PUSH EBE c ES @823 32hit BCFFFFFFFF)
3 OU_ERE ECR P 1 CS 901B 32bit BCFFFFFFFF)
& ADD EEE od1c A B S5 8823 32bit MCFFEFFFFF)
- CHE DUORD PT“ [EBP‘U 16 Z 1 DS 8823 32hit BCFFFFFFFE)
-~ Sﬂp g:‘,ogn o [mzmmm 15 § @ FS @03B 32hit ?FFDFABOCFFF>
s JHZ SHORT canyou.@@4a1846 L5 S5 maga HULG
£ L i e Tesule - 0 8 LastErr ERROR_SUCCESS (90080900
_ PUSH DYORD'PTR'[EBP+E1 [ EFL 00088246 <NO.NB.E.BE.NS.PE,GE,LE>
z GALL <JMP.USERSZ . EndDialog> Endl)lalng o 0.8
i JHP canyou.804812 81 coetw 00
b CHP DUORD PTR [EBP»C] 1108 312 enpy 0.8
% JNZ canyou.@B4010EE ST3 empty 6.8
i CMP DUORD PIR [4030001.0 ST4 empty B.8
i, JNZ SHORT canyou.@B481681 8
. FF75 @8 PUSHDUORD PTR LEBE+81 @
I EB 53820088 |CALL <JMP.&canyou.SofticeChecker> ST7 enpty 0.8
. BECi OR EAX_Enk 3210 SPUOZDI
L 74 68 canyou.08401881
T G3at naza4aniHOU  DUORD PTH. Liaa0aB T fo ooon cm D00 Do npeaaued
> 68 DB344080 |PUSH canyou.BB4034Da pHandle = canyou.P@4d34D8 -
086 | . 6h B1 PUSH 1 fAccess - KEY_QUERY_UALUE
IB4I 1035 . 6A B0 PUSH Reserved = =
micy r A
canyou.
Address - [CEIPITEd 76F83C45 |REIURN to kernel3Z.76F83CA5
FEATUADTY 3| BBLZEF90] 2EEDIOE0
on4n2088 I 0012FFD4
CRHERNEL- 76E437F5 | RETURN to ntdll.7P6E437F5
<&HKERNEL: 7FFD3008
CRUERNEL: kerne132.76FCEDBY?
<&USERZ2 a
<AUSER3Z
<KUSER3Z g
owiszod Sonaoaea
BR402050 80060880
B012FFAA
000B00EA
FFFEFFFF End of SEH chain
08402078 76DFEGED |SE handler
08462878 6aanan
08462080 00008800
09402088 | BC B012FFEC
00405090 P6E437C8 |RETURN o ntd11._P6E437C8 from ntd1l.76E437CE
00402098 | 2 00461668 | canyou.<{HoduleEntryPoint>
mmnzmﬂ 7FED3008
Beaaou
aBa | 6 ES| D00A0BEA
:335253 tt| Baoaannn
aA4B2aCce Fa .
08402008 | E F4| 82491000 canyou. ModuleEntryPoint>
FC| ©00a0sea

Hi Mz HE M4 HE

Commands [

ESF

EBF  NONE

Analysing canyou; 1 hewristical procedure, 21 calls to known functions

[Paused
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?Can you CrackMe?

L] ]

E nter your ugername here:

Enter pour zenal # here:

1

1

Gain Access!

: @2)00) Cuwyy



: o)y Olclbl 93)5 3)lg )l sy g

Enter your uzemame here: JlHI—\NLED

YCan you CrackMe? M

Enter wour

Sorry, that was an unauthorized seriall

slo Al (soa3ms @ 3300 033088 1) (323 CAS)a 330 Vs

now DoV LE = Mvkk
LDE Backup . GetHodu L eHand leR
H g Co 3 LParam = MULL
Hd .PF OlgFroc = canyou.0B8481629
H € Binary k hlwner = MULL
H E pTemplate = A
HLO Assemble Space hInst = MULL
E £ DialogBosParamA
H E Label - ExitCode = @
E < ExitProcess
HE Comment 3

EE Breakpoint

% Hit krace

Dl
I_S’:; Rur trace
H & Result = 8
W b g [hulr.-& - 0401008
Lcé Falhcw in Dunnp EndDialog

Bk Wiew call tree Chri+E

o

Dy, -
HE-E Search Faor 3 Mame (label) in current module  Chel+N
£ ¢ Findreferences to [ Mame in all modules
EAX !
gHD  Wiew 4

Ol Cammand Ctri4F
H g Copytoexecutable *
H 1 , Sequence of commands Chrl+5
HE Analyst § Constant -
H e Helpon symbolic name CrrFl : y e
E E Binary string Ctri+B
HEg 2
n E Al intermodular calls
ﬂ E Appearance . &l commands

All sequences

All constants =
All switches
Al referenced text strings
HsCl1 d
M Ve eF R W 45 V2 Bl ... .qCan ud
& 61 73 65 20 65 6E 74|ckMe?.Pleas  User-defined label
5 65 28 65 6F 72 2@ 65|er & walue .
4 21 B0 43| 6F 6E &7 r2|ach fieldt, User-defined comment
E 28 68 &1 76 65 28 G4| atst, You hHowes
A #9 BA B3 &F 72 T2 T9lone (tt :l.*-T.n:-rp:.nl



pa L

RN Text strings referenced in canyou:.text

ANELian | BO12FF9§ || 76E437F5 |RETURN to ntdll.76E437F5
RN

[l el

Eg Address |Disassembly Text string -
Er9 88401008 [ PUSH @ (Initial CPU selection

24 88481080 (PUSH canyou.BB403083 ASCII "SoftwaresMicrosof t“Windows“CurrentUersion”
wyo| B84818A7 | PUSH canyou.BA4838AD ASCII "ProductKey"

23| 88481168 (PUSH canyou.BB4A3816 ASCII "Please enter a value for each field!”

2@5| BB4A11AF (PUSH canyou.BB4A3816 ASCII "Please enter a value for each field!"

@6 88481281 (PUSH canyou.B884838BC ASCII “ec=x"

@6 88481228 (PUSH canyou.B84830CH ASCII "#1u"

@7 8848123E (PUSH canyou.B84830CH ASCII "#1u"

2R 88481277 ([PUSH canyou.BB4A305B ASCII "Sorry. that was an unauthorized serial®"
g B84812A5 [PUSH canyou.BB4A303B ASCII “Congrats?!, You have done it? :>V

ASCII

ASCLI
ASCII
agnTI

[canyou . <ModuleEntryFoint>

: 315 885 Lol @ LA

"FPlease enter a value for each fField?"
"Pleaze enter a value for each field?”

LT

bl (I (359139 1)62) slo 3138 (593)0 b (53 5 soiips o3ls gialald (@8gs el 0

"Sorry,. that was an wnauthorized serialt"

ol dinled Jas @ G 3335 S5 Jas 01 sopadiibl oxib 3)lg abilibl (s)my 9 1)02) a5 sofrs asls ghules 28gs e elby o)

* - [*G.P.U* - main thread, module canyou] 1 - ‘

@File View Debug Plugins Options Window Help Tools BreakPoint-»

Jﬂiﬁll’l HUDHE N DODDOCDOa0OE S o ¢ e [0 15
[A0401248 | ES 8500PP0H8 |CALL <JMP.RUSER32.uwsprintfAl> Lusprintfn

A@4@1240| . B83C4 AC ADD ESP.AC "
AR4pA1256| . 68 E838488@ |PUSH canyou.BB4A38ES StringTofdd = "

AA4@A1255| . 68 E836488@ |PUSH canyou.BRA4836ES [GnncatString =AY

AB4pA125a| . E8 A7AAAAAA | CALL <JMP.&KERMEL32.lstrcatf> latrcath

AA4@A125F| . 68 DA3248AA |PUSH canyou.BA4832DA String2 = "

AR4pA1264| . 68 E83648@@ |PUSH canyou.BB4836ES [Stringl =

AB481262 | . EB ABBBAABAA | CALL <JMP.&KERMEL32.lstrcmpif’ lstrcmpif

AB4@A126E| . B@BCA OR EAX.EAX

a@4@Ai278| .. 74 2C JE SHORT canyou.BB48122E

AB4@A1272| . 6A 8@ PUSH B8 ritule = MB_OKiMB_APPLMODAL

AB4081274| . 68 A4384888 |PUSH canyou.BB4838A4 Title = “.Can you CrackMe?"
BA49127?| . 68 5B3f4888 |(PUSH canyou.BB48385B8 Text = "“Sorry,. that was an unauthori:
AE408127E| . 6A BA PUSH B hOwner = NULL

Aa4a128a| . EB 65000008 |CALL <JMP.&USER32.MessageBoxA> LMessageBoxA

AB4081285| . 6A AA PUSH B r1Param = B

AA4@a1287| . 6A 8@ PUSH B8 wParam = 8

AB4@1289 | . 6A 18 PUSH 1B Mezzage = WM_CLOSE

88401288 . FF?5 @8 PUSH DWORD FTR CEBP+81 hilnd

Ga40128E| . E8 5DAAAAAA | CALL <JMP.BUSER32.S5endMeszagefl> LEendMessagef

AA4p1292| . BB BABBBABAA |MOU EAX.H

Aa4@1298| . C9 LEAVE

AB4p1299| . C2 1888 RET 18

Aa4@129¢| .. EB 13 JMP SHORT canyou.B84812B1

AB4A129E| > 6A 8@ PUSH B rotule = MB_OKIMB_APPLMODAL

A@4@12aa| . 68 A4394888 | PUSH canyou.BA483AA4 Title = “.CGan you CrackMe?"
AE4@12A5 | . 68 3B3IB4808 |(PUSH canyou.BB40383B Text = "Congrats?. You have done it?
a@4@i2an| . 6A AA PUSH B hOwner = NULL

AE4e1zac| . E8 390080008 |CALL <JMP.RUSER32_MesszageBoxA> LMessageBoxA

A@4@12B1 | >. EB JHMP SHORT canyou.B804812BC

AR4A1 2R3 > BRR ARAAARAA |MOU EAX




Lok gy 9 amlis plas b cwl BAD BOY ¢GOODBOY Jls plas ay apib o33k sl 23)5 aadlbows ) Ld ubjgel )51
: 03)5 (S Cuwly @1 (SoP-2iTas ¢3loald 1y IstrempiA (sjgaisg @0 a5 535 855 Call (,31gale @y JUMP j) Jss

P

[€] File View Debug Plugins Options Window Help Tools BreakPoint->

: BUSER3Z.wsprin€tfA>
£ SP, 6C
: canyou.@84038ES tringTondd
: canyou .@84036E8 [ ConcatString
i CIME.BRERNEL3Z  1otroath> strcath
: canyou. 004032 tring2
£ Sonaon.BOI0IEEE [ tringl
i LI <O RKERNELS2 . » +
3 Ax Backup s
.74 20 E uom S anyou. 00401 29T
* 6n g H Copy » fopa1
I %8 D3040 |PUSH canyou.00403084 Khe:
. 68 5838488 FUSH canvou.B848385B Binary &5 ar
I 6n B PUSH
. FS 6580PP@@ |CALL <JMP_BUSERI2.MessageBo  Assemble Space
D o6A B Label .
I &R H 10 c i :
. F DUORD PTR [EBP+81 AR £
I E LT CJMP.&USERI2.SendMessa;  Breakpoint >
. B EAR.0
Doey Hittrace ,
I Cz2 igae RET 10
- EB 13 JHP SHORT canyou.B84B12B1 Run trace ’
3 6n 6@ PUSH 0DAT
© 68 B439488@ PUSH canyou.@9403804 Follow Erter  kMe?
I 68 38304080 PUSH canvou.@0403@3B hau
©84912AA| . 6A 0O FUSH © New origin here Ctrl+Gray =
9B4a12AC| . ES 39800988 |CALL <JMP.BUSER3Z.MessageBo
98481281 | 5. EB 89 JHE SHORT canyou.@84B125C Goto ’
4@12B3| > B8 $A@EGEAA | HOU EAX,6
] LEAUE Follow in Dump »
Loc21 RET 10
©84012EC| > HS 01060000 |MOU EAX,1 5
BB4612C1 | - C9 LEAVE enrch ior
m#ﬂﬂ_m Find referen t » —
80401 JOE—C TP . SRERNELIZ - Tstrompif>
View »
Copy to executsble »
Address [Hex dump ASCIL e , B¢
<BADUAPIIEF 48 6F ek
88462088 | B8
£ o Help on symbolic name Cirl+FL
<BKERNEL] 9F
CBKERNELS 49 Detach Process
{BUSER3Z|14
<BUSER32] 6
SRUSERIZ Process Patcher
4682648 Anatyze This!
{Bcanyou 4E
88402059 Bookmark »
Badaz058
Code Ripper
IDAFicater »
7CALL
Script(s) »
Script Functions... »
Dump debugged process 4
Fil
StrongOD » FF4
g
Ultra String Reference » FFC
Al
BB4626E8 |GE Appearance ’
4826F8 |32
3 - 'GP.U* - main thread, module canyou] - - - — =@ =

@F\\a View Debug Plugms Options Window Help Tools BreakPoint->
]

JVLn ] e e [ i [Co P [t [Be e [T s [ [ [ N &> [ [ e+ [

R e e .. . . =
tatgear - o Baelng File Edit Bookmark Options Help
BB4G1250| . ES A90PAROA Bt
I Contents| Index [ Back [ << [ » |
EE: gg; 5 E%cgﬂmﬂm Istrcmp| Quick Info| [Overview | [ Group |
g:g -\-,g e zﬁ 8 988 The Istrempi function compares two character sfrings. The comparison is not case =
Bp401274| . 68 P4304000
Pasatant) ¢ Shishaeshng int Istrempi(
968481280 | . Es 65000000 LPCTSTR il address of first string
80401285 | 88
322 ; X sn 3 IpStiing1,
EE:S gg 3 g?gnggmm LPCTSTR /fta_ddfess of second
i stri
00401293 | . BS POOABDOA .‘p\‘?‘tnngz L
88461298 . C9 )i
00401299 | . C2 1908
mames 3 B P
B0401200| . 68 84384808 arameters
gessiste) © o himasea st
BR4G120C| . ES 39000000 Points to the first null-terminated string to be compared.
©04012B1| 3. EB B2
Bodaiins| 5 S eoassnon IpStiing2 k
A aiors | & crTnae Points to the second null-terminated string to be compared.
BO4G12EC| > BS P108BROA
@p4a12CL| . C? Return Val
[ZIET 1N Vaues

If the function succeeds and the string pointed to by IpString1 is less than the string pointed to by IpSiring?2, the return value is
negative; if the string pointed to by IpString1 is greater than the string pointed to by IpSiring?2, it is positive. If the strings are equal,
the return value is zero.

Address [Hex dump
<&ADURPIIEF 48 6F
BR402008 | BB
<&KERNEL3 AR
<B&HKERMEL] 9F
<&KERNELJ4%
<&USER32,14
<&USER32,68
{&USER32 .42
BR402648 | BB
<&canyou4E
BA4A2850 | F8
BA402858 | BB
BR402864 | 44
BR402668 | BB
80402878 | 8C
BR4A2878 | CA
BA402680 | BB
BR402888 | AC

82020 | Bl

Remarks
The Istrempi function compares two strings by checking the first characters against each other, the second characters against each
other, and so on uniil it finds an inequality or reaches the ends of the strings.

The funcfion returns the difference of the values of the first unequal characters it encounters. For example, Istrempi determines that
"abcz" is greater than "abcdefg” and returns the difference of zand d.

=

The language (locale) selected by the user at setup time, or by using the control panel, determines which string is greater {or whether
the strings are the same). If no language (locale) is selected, Windows performs the comparison by using default values.

For some locales, the Istrempi function may be insufficient. f this occurs, use Compare String to ensure proper comparison. For
example, in Japan call CompareString with the IGNORE_CASE, IGNORE_KANATYPE, and IGNORE_WIDTH values to achieve
the most appropriate non-exact string comparison. The IGNORE_KANATYPE and IGNORE_WIDTH values are ignored in non-Asian
locales, so you can set these values for all locales and be guaranteed to have a culturally correct "insensitive" sorting regardless of
the locale. Note that specifying these values slows performance, so use them only when necessary.

80402828 |2
BAR4A28n0 | PB
BR402818 | BB
BR402684 | BB
2BB8

904020C0 |9
804828C8 | EA
88482808 ng ‘With a double-byte character set (DBCS) version of Windows, this function can compare two DBCS strings.

60402608

Bwagggg gg The Win32 Istrempi function uses a word sort, rather than a string sort. A word sort freats hyphens and apostrophes differently than it o
EE:S%E;E 1% treats other symbols that are not alphanumeric, in order to ensure that words such as "coop" and "co-op" stay together within a -
ML M2 M3 M4 HS canmand | SOTted list. Note that in 16-bit versions of Windows, Istrempi uses a string sort. For a detailed discussion of word sorts and string I 3
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Gy 401270 b (sop¢ 38)5 slga )8 String2="" ¢String1="" Crawd )3 E1S 3)Ig )3 ;)9 EI3)33 3)lg ¢, D) join Lo
;023538 3)1g 1) algals (3)0uy 9 ))03) 9 ol ) asly g e)3Sye Breack Point GBP

f ® ' ?Can you CrackMe? l = | |-?3-]1

Enter your usemame here:  |IRANLED

l Enter your zerial # here: |1 2242

i Gain Access!

¥

|| |

| % — e e

: @938 S Gain Accse! (s aaSs (5 guauw .
* - [*G.P.U* - main thread, module canyou] .
[] File View Debug Plugins Options Window Help Tools BreakPoint->
4 T~
JﬂiMM@ﬂﬂMﬂ jo | Vi [ [¥ [ [ [
[AB46125F | 68 DA3I24AAA |PUSH canyou.dB4832DA String2 = "1212121212"
pA4A1264| . 68 ES8364AAA |PUSH canyou.PlB4036E8 [Str1nq1 = "2718167732744782539"
41269 | . E8 ABGRAEEA | CALL <JMP.&KERNEL32.lstrcmpif’ letrcmpifl
BE48126E| . BBCA OR ERX.EAX
v ?d 2C JE SHORT canyou.8846812%E

AA4A1272| . | 6A A8 PUSH Style = MB_OK!ME_APPLMODAL
AE4A1274| . | 6B B43848AA | PUSH canyou AR41A3804 Title = ".Can you GrackMe?"
@E4@1279 | . | 68 5B3848AA |PUSH canyou.B@40385B Text = “Sorry, that was an unauthori
BE48127E| . |6A 8@ PUSH & hOwner = NULL
AE4@1288| . | EB 65000088 |CALL <JHP.RUSER3Z2 _MessageBoxA»> MessageBoxA
PB4A1285| . | 6A B8 PUSH @ 1Param = 8
AA4@A1287| . |6A A8 PUSH @ [wParam =8
ARAG 200 o 10 DlicU 1@ Meacoama = LM PTNARE

Hlabio b Lo s oaid 3)lg 10) saiais 31i5 o535 DG a3 )5k axid adgie 401270 gupsl 1pOlly ssissis b olas

O3 5 T iy sl 0 gbylais HShagias alblas EAX G303 0g)s asal g sgiys aulis 27010167732744782539
OR joiws: (3030 0 b ply Z 02)2) Gy ply alis Al ¢iey 3635 )51 g (3oias 1 b ply z @o)) 393 Py Awlbs
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.Cuwl Bad Boy e ay iy ©3)0100i31 1€ )s § 3)548 O)g0

Bai12FB28
EIF 848126 E

QE=HBNDRG
M OEEEERER
il
we
88
88
Wi
W
Al ZWWWWW O

LastEr»
agaaE6z1 3
empty B.@A

W
=
8 E



: 3003 @3 1yl o7 sko Z o)y 01 035 GlS dys b« 315 (a0 g iy 031 sins a5 philas

* - [*G.P.U* - main thread, module canyou]
|§| File View Debug Plugins Options Window Help Tools BreakPoint-»

OO O SHe tHE Lu E [Men Joi i [Cp [Pa [St [Br [Re [1: fs: o [ Wied eEEeE | | | | N

AB40126E

g ggcgc gg EﬁgRgnx AB48129E * Hegdstors R

i canyou. - -
aa4ea1272| . | 6A B8 PUSH rétyle = MBE_OKiMB_APPLMODAL Eg§ %Eggg%gé
AA4@1274| . | 68 643684888 |PUSH canyou B8483804 Title = ".Can you CrackMe?" ED¥ @2@2@D1D
AR4mP1279 | . | 68 5B364000 |PUSH canyou.B@B403A5B Text = "Sorry. that was an unauthoriz |ERY PRAPARE??
A848127E| . (6A B8 PUSH @ hOuner = NULL ESP BA12F998
pp4p12860 | . | E8 65000000 |CGALL <{JMP.&USER32.MessageBoxA> LMessageBoxA | || EBP @@12FAn4
AR4A1285 | . | 6A B8 PUSH @ rlParam = @ | ESI AAAAR111
AB4E1287| . (6A B8 PUSH B wParam = @ EDI BA12FE28
AR4A1289 | . |6A 18 PUSH Message = WM_CLOSE
06401288 | . | FF75 68 PUSH DWORD PIR [EBP+81 hiind EIP 98401278 c
AE4@128E| . | E8 S5De@@@@d | CALL <JMP.&USER32.SendMessagefl> LSendMessagef C @ ES @823 3
98401293 | . | B8 DOOOOEBE |MOU EA%. .0 P A CS @A1B 3
AB4A1298| . | C? LEAVE A B S8 8823 3
aB4912927 | . | C2 1888 RET 18 Z1i DS @\23 3
AR4A129¢| ..|EB 13 JMP SHORT canyou.B@4812B1 S @ FS @838 3
AR4A129E| > L6n 68 PUSH @ rétyle = MB_OK!MB_APPLMODAL TA GS @9@8 N
B@4@1208| . 68 6843046888 |(PUSH canyou.BB4030A4 Title = “.Can you CrackMe?" DB
BA4a12A5 | . 68 3B384000 |(PUSH canyou.B@B48383B Text = "Congrats?!. You have done it? 08 LastErr E
AB4A12aA | . 6A B8 PUSH @ hOuner = NULL
084612AC| . ES 39900900 |GALL <JMP.&USER32.MessageBoxA> LMessageBoxh EFL 000800242 <
AB4812B1| >. EB 89 JMP SHORT canyou.B@4012BC CTA amntn B A

: 3385 ol Jo5 F9 sal5 0 ) asby guawg

* - [*G.P.U* - main thread, module canyou]
Elil File View Debug Plugins Optlnn' Window Help Tools BreakPoint->

Sl B> [T o 0 W] e o s o[ [ o [ [ [ [ W | Vi il
- BBCH OR EAR, EAR
w74 ac JE SHORT canyou.BB48129E ¥ BEOPBOEL
ag4e1272| . |60 BA PUSH B rStyle = MB_OKIMB_APPLMODAL D6A49EAE
pR4R1274| . |68 B4394008 |PUSH canyou.@B4p3na4 Title = ".Can you GrackMe?" FDY¥ M2828D1D
BE4u127e | . |68 5E3940988 |PUSH canyou.BB48305%B Text = "Sorry. that was an unauthoriz ARARARTT
Ba48127E| . |(6A 6@ PUSH @ hOuner = NULL 801 2F990
BA4E12868 | . | E8 65000808 |GALL <JMP.&USER32.MessageBoxi> LMessageBoxh B AA12FAnd
0R481285 | _ [6A BB PUSH & rlParam = @ - BABARL11
00491287 | . [6A 0O PUSH © wParam = @ 691 2FE20
Ba481289 | . |60 1@ PUSH ia Message = WM_CLOSE
gty | e, O S— L, (R
B 3 515 ] endMessage! LSendMessage
00491293 | . B8 0DOVOVOD |MOU EAX.0 Sa ks pmd fenit Eé;;;;;gggg
0401298 | . | C9 " LEAVE A @ §% BAE23 32bit B(FFFFFFFF>
0a401299 | . | G2 1008 RET 1o Z1 DS BA23 32bit BCFFFFFFFF>
BR48129GC| ..|EB 13 JMP SHORT canyou.B84812B1 = TFEDFBBA{FFF
0048129E| > “6A 68 PUSH @ rStyle = MB_OKiMB_APPLMODAL ¢Can you CrackMe? =
BE4e12A8 . 68 B4394060 |PUSH canyou.BB4A3064 Title “.Can you CrackMe?"
oa481205 | . 68 3B3I4333 PUSH canyou.BB40303B Text = "Congrats?!. You have don CCESS <@B8(
an4\12AA | . 6A PUSH @ hOuner = NHULL
B04812AC| . E8 39BBBBBI CALL <JMP_&USER32 .MessageBoxA> LMessageBoxA Congrats,, You have done it!:) -BE.NE.PO.1
B64812B1 | >. EB @9 JMP SHORT canyou.B@@84812BC
AA4P12B3 | > BR OA0APAOAA |MOU EAX.@
an4\12B8 | . C9 LEAVE
00481282 | . C2 1008 RET 16
B@4812BC| > B8 A1B0ABEA MOV EAX.1 oK
AR4e12G1 | . G9 LEAVE
@R4R12c2 | . G2 1898 RET 18 —
80481 2C5 cc INT3 e e
BR4812C6 | $- FF25 48204000 JMP DWORD PTIR [<{&canyou.SofticeChecker>] canyou_i.SofticeChecke] § ?Can you CrackMe? =t o
P84812CC | - FF25 44204000 JJHP DWORD PIR [<&canyou.FileSearcher>] canyou_1.FileSearcher — — ot -
vR4P12D2 | - FF25 JC20480¢JMP DUWORD PTR [<RUSER32_usprintfA>] userd2.wsprintfA
00491208 | - FF25 38204000 JMP DWORD PTR [{&USER3Z2.DialogBoxParamf] user3Z._DialogBoxParanf
BE4012DE| $- FF25 2C2040680JHMP DWORD PTR [<&USER32.EndDialog>] userd2.EndDialoy
064012E4| %$- FF25 28204000 JHP DWORD PTR [<&USER32. GetDlgItem]‘extn user32. GetDlgItemIextn
AGRARLILO r Lo IMD_DLINDN._DTD.
Jump is take
BB4I129E—canyuu B848129E |
Enter your username here: NHANLED Il =
Addvess [Hex dunp ASCII | 3
{BADUAPIJEF 48 6F 75 |@7 49 6F /5| .Hou.lou Ent ial & hete: ]12121212
A0402008 | 08 69 A8 |4F 21 F8 76(....0%.u DISTIOLSElR bl I'E
<BKERMELiAA 41 F% 76|11 A6 F7 76|.A.v...v
<&KERMELi9F A1 F? 76 (41 CF F? 76|...vA..u
<B&KERMELi4% 22 F7 76|88 a8 88 (1" v. ...
<BUSER32/14 3D 4E 75|A3 3B 4B 75|.=Nu.;Ku |
<BUSER32,68 AD 48 75 11 EA 4D 75| .Hu..Mu .
{BUSER32 /42 CF 4C 75|47 3F 49 75|B.LuG?Iu 4 Eg
an4828408 |88 BB a8 |77 18 88 18| ... w...
{Reanunn |AF 10 AR 10/ AR AR OA ARIR B012F9B8 | DOOOOBEF

Patch
a5 Al (! oo o1 Jas Nop yoaws b @ b () Lel @ais Jlac) ys |y Olpaes easlgass (s Clamsd sidls Crawmsd ol )

eulodrs Lo © paan “s)guy )joy” pduwils b ¢3b sgpe Bad Boy Crews a) atiras asly eais g2iSils hNop jotws )5
:0313 ) 1y Space s3S JE Jac jolws (5o )G 51y sGood Boy cramsd s)ly asby abuss
Assemble at 00401270 ) |

= B =™ i ———

BAzzemble Cancel ]




Aszsemble at 00401270

: eamsas Jas IMP oylie b 1y o1 g

iJMF" SHORT 0040123E

:o)linbas 1) Assembel sylS guyw g

l ¥ Fill with NOP's Azzemble | Cancel i
_ S
3k - "GR.U" - main thread, module canyou]
File View Debug Plugins Options Window Help Tools BreakPoint->

HE4H1 26 E

OR_EAX, EAX
JMP SHORT canyou.@B48129E
PUSH

BB481272 A 08 Style = MB_OK! HBJPPLHODRL
pe481274 94304080 PUSH canyou.@0403004 Title Can u CrackMe?"
58304880 PUSH canyou.@B40385B Text orry, that was an unautl]
n a8 PUSH @ hOuner = NULL
65000808 CALL <JMP.BUSER32._MessageBoxA> MessageBoxf
n 86 PUSH &

PUSH B
PUSH 1!

wParan
[ Message - WM_CLOSE
EUSH DUORD PIR-[EBP3S: hiind
CALL <JMP.BUSER32. Sendl‘lessageﬂ) SendMessage
8 eouou0
1800 RET 18
13 JMP SHORT canyou.@@4812B1
PUSH Style 0K iMB_APPLMODAL

A 88
A43040608

Ba4812a08 PUSH canvou.BB463084 Title Can vou CrackMe?"

@ (b jo a3 asly g el 83)5 AT (1 alass)IMP jeiws U 1) (Cusl solus )51 y1) ies a3 JE joiws @dlgys Ls

1) )5 93} Patch (s a)aiy j) aslaiw) § )biy) elodye 01 oloil i) 1B Lok @ui5 opds sl ) ly Orlpue3

: s3adwolly gg)s 1y asbip

© sqpe Good Boy crems

as Gwl ol Aug Jls
swlSaigia: eass eladl

3 - 'GP.U* - main thread, module ntdll] = | (T |-
[€] File View Debug Plugins Options Window Help Tools BreakPaint-> [=[[=][x]
3 ] ~|Registers CFPUY < <« <
D424 0EOOOOO! LEA (Beudsters € :
0023 32hit OC TF)
EZ70BC| 8D6424 @@ LEA 02 GBLE 39hit B¢ FE)
IntBus{ BD5424 B8 LER EDX.DHORD §3 023 32hit o< FES
E270C4| CD 2E INT
0023 32hit B¢ FF)
E5700 i) e CFEE)
1Raise PUSH_EBP
E290Ch| 8DR424 3BFDEEF|LEA ESF. gﬁgnn PTR [ESP-2D81 LizstRer ERROR SUCCESS Lonoooonn:
E278D2 PUSH ESP EFL @@000246 (NO,NE.E.BE,NS.PE,CE,LE>
E276D3 §3gtoeen | GALL ncdll.Relca turECuntext L
srms) paes e |0y et A Bla s 86
E278DE 2320 c400080L UbD DURD BAR TRGPLEaT. 13ty o-o
E276E6 U DHORD PTR LEAX+C1,.EDX T4 empty 0.0
E276E? B424 @700016(HOU DWORD PTR IESP1. 18007 15 empty 0.0
E276F@ cC MOU ECX,ESP e enpty 0.0
E276F2 01 PUSH 17 enpty 0.8
Eioore | BEvS oe PUSH DVQRD ETR-IEBE+81 alzte ottt
o +
EZ70FG| S 9BFLFFFF | CALL ntdll.ZuRaiseException it e e LB UL AL R B 2
EZ70FE 02000066 | GALL ntdll.RelRaiseStatus
E27184 0P
1Raise! P
E27106 EC MOl EBP,ESP )
E27108 424 EOFCFFFILER ESP.DWORDPIR [ESP=3281
E2710F USH ESP
E27110 GALL ntdll.RelCaptureContext
E27115 5454 C1a0a8al (DD DHORD TR EESP c
E2711D 8C24 Deb2ubal LEN ECH DHORD PTR 1
E27124 4504 puona PIR.
E27127 2424 6700018 HoU anna. tﬁspj 13337 o
150 ID rooviAl
eturn to 76E26BD4 <ntdll.76EZ68D4>
Address A BBIZFF5B 7E DZ[RETURN to ntdll.?76EZ6BDA
I CRADUAPT B RETURN to ntd11.76E3E1A7 from ntdll.ZwIerminateProcess
CRNERREL =
<&KERHEL 50
<&KERMEL 64
USE . 68
<RUSER3 ¥ Hu. .Mu 6C | roa12FF80 .
CRUSER32 |42 CP 4C 7% |47 3F 49 78 |B La@ila 70 || 76F3 RETURN to kernel32.76F82164 from ntdll.RclExitUserProce
gooolooo 74
%% || FEFERREY
30| 001
34|04 RETURN to canyou.BB8481029 from <JMP.&KERNEL32.ExitProce
3¢ | 76F RETURN to kernel32.76F83C45
F
94 | 2001
28 |['76E437F | RETURN to ntdll.?6E437FS
na
n4
ng
nc
BQ
B
B8
BC
ca
Cd End_of SEH chain
C8 || 76DF! SE handler m
33 3 cc || ees7
064826F8 . - ~ | 9912FFDO -
ML M2 M3 M4 HE Eermench | =T ESP EBP  NONE
[ Memony Window 1 = Starte-£x402000 Ende-sdTFFF Sizet-%40 Valuek -s756F 4GEF [ [Teminated



hPatch (s a)aize@andy gy )) 1) )5 39) 2)L9s Easlgarad Jls a3b LaBgis )5 elad) j) sy asly (W)s yo @ Cuwl gl p V)8
2iS5)0 Ctrl+P 535 ospbs b

i

OB (5) Y38 ©33)3) asliy @ exiwy )6 aab Terminatted asby 002 (39« 3)15 3909 @l 31y A5 ()R a5 sxipe

: @201 by 0g)s 35 Cramd @ G 315 SulS Jys patch s s)aiy )s Jaall joiws sop Jloieais

* - [*G.P.U* - main thread, module canyou]

?7ESF3EA |

~d [£] Patches [E=8(EeR ==
Address |Si=e|State 014 Mew
0401278 2. |fActive |JE SHORT canyou.B@4812%E JHP SHORT canyou.BB848129E

ile  View Debug Plugins Options Window Help Tools BreakPoint-»

KIN O e & N SO0 aa e aE E?|

AR401270 «rEB 2C JHP SHORT canyou.BB48129E
. |6A BA PUSH @ ritule MB_OKiMB_APPLMODAL
BE4niz?4| . | 68 84384888 PUSH canyou.BdB483084 Title = ".Can you CrackMe?"
BE4a127% | . |68 5B384888 PUSH canyou.BB48305B Text = "Sorry,. that was an unauthoriz
AR4A127E| . | A BA PUSH @ hOuner = NULL
AA4Ga1288| . |E8 65800008 |CALL <JMP.&USER32 _MessageBoxA> LMessageBoxA
AR4A1285( . | 6A BA PUSH @ rlParam = A
AB4A1287| . | 6A BA PUSH @ wParam = @
AB4A128% | . | 6A 18 PUSH 18 Message = WM_CLOSE
AB4A128E| . | FF75 @8 PUSH DMORD PTR [EBF+81 htind
AB4A128E| . | EB 5DAAAARA |CALL <JMP.&USER32.SendMessagef’> LSendMessagef
B@4@1293 | . | B8 AAAAAARA |(MOU EAX.6
AR4A1298 (1 . | C? LEAVE
AR4A1299 | . | G2 1080 RET 18
AR4A129C| .. |EB 13 JHP SHORT canyou.BB84812B1
AR4A129E| > L6A @A PUSH @ rityle = MB_OKIMB_APPLMODAL
AB4A12aB| . 68 B4384808 PUSH canyou.BB4@3084 Title = “.Can you CrackMe?"
BE4@i2A5| . 68 3B384888 PUSH canyou.BB48303B Text = "Congrats?!. You have done it?
AB4A12AA | . 6A BA PUSH @ hOuner = NULL
Aa4aizac| . E8 37000888 |CALL <JMP.&USER32.MessageBoxA> LMessageBoxA
AR4A12B1 | >. EB A9 JHP SHORT canyou.B84812BC
A@4@A12B3 | > BS 0AAAAARA |(MOU EAX.6
AR4A12B8 (| . GC9 LEAVE
AB4A12R9? | . C2 1880 RET 18
A@4A12BC| > BS A1888AAB MOV EAX.1
AR4A12C1 | . GC9 EAVE
AR4A12Gc2| . G2 1888 RET 18
#8481 2C5 GC INT3
AA4@12C6 | %- FF25 482@4@08( JMP DWORD PIR [<{&canyou.SofticeChecker>] canyou_1.SofticeChecker
@@4@12CC| $- FF25 442@408( JHP DUORD PTIR [<{&canyou.FileSearcher>] canyou_1.FileSearcher
AA4A1202 | 5- FF25 3C20408( JMP DWORD FTR [<BUSER32.usprintfA>] userd2.uwsprintfA
@@4@12D8 | $- FF25 382@408( JHP DUORD PTR [<&USER32.DialogBoxParamfi] user32.DialogBoxParamf
AA4A12DE| $- FF25 2C2@4808¢ JMP DUWORD PTR [<{&USER32.EndDialog>] user3d2.EndDialog
@A4@12E4| $- FF25 28284008¢ JMP DUWORD PTR [<&USER32.GetDlgltemTextA] user32.GetDlgltemTexth
AA40812En | %- FF25 34204008( JMP DUWORD PTR [<{&USER32.MessageBoxA>] userd2 _MessageBoxf
| Goacsonna|l & DEor 2ADEAARGL TMD DUINDT DTD [A2NCTDI9 CoodM o | 29 Coo M F
A3481 29E=canyou. 88401 29E
fddress |Hex dump |ascir | BBiZFFSB 76E268D4 | REL
TR e e T b — " IAA1S0RCA| DEB2I610% [ BETH




3 - "GP.U” - main thread, module canyou]

« 335 QS Al Glawl s 0)aiy (s9p Jla. Cuwl ollydbg

[E] File View Debug Plugins Options
n

Window Help Tools BreakPoint->

T8 _ABOOGOOD | CALL CJHP.BRERNEL3Z. Istrenpif>
BBCA OR EAX, EAX
EB 2C JNP SHORT canunn AA4A129K
" 00 PUSH © PER + | MB_OKIMB_APPLMODAL
84394008 | PUSH canyou.6 .Can you CrackMe?"
58364880 PUSH canyou.8  Copy v | "Sorry,” that uas an unautl
0 08 PUSH 0 = NULL
65000060 | CALL <JHP.8US  Binary » EBoxi
PUSH © ]
Undo selection Alt+BKSp H
Assemble Space MHECLOBE
Label g
1060 Pl Comment ;
B 13 JMP SHORT can|  Breakpoint »
PUSH 0 - MB_OM!MB_APPLMODAL
84394008 |PUSH canyou.@  Hittrace » £ ¥Ban you CrackMe?"
3BIN4008 |PUSH canyou "Cangrats!, You have done
n 00 PUSH © Run trace | = NULL
8 39bamen | GALL Canp.sus b BoxA
can
80PRAARE |MOU EAX,0 felion Eiey
LEAU Goto »
2 1000 9
éibbanen \MOU EeK.1 Follow in Dump. v
Search for i
ORD PT _1.SofticeChecken
ORD PT I et et " [ilFileSearcher
ORD PT V. + Cuspringfa
ORD PT : ——
ORD PT Copyto executable , Selection
S —— 3 bl OLIODT DTD
B48129E=canyou. UB4B129E Analysis > All modifications

Detach Process

o

AR4R2A78
0p482088
BA482088

482008
0B4820RA

@

Dump debugged process

Address | ©012FFS 0 IS
<&ADUAPT a7 Process Patcher ' BO12FFS
48208 4] Anabyze This! 861 2FF!

CBHERNEL: 1i i
{&KERNEL: 4
<BKERNEL pit Bookmark »
<&USER32 [} '?FFDHB}
<&USER32 1 Code Ripper rB812FF!
<{&USER32 i 76F8211
00482040 e IDAFicator k¥ BAABRRI
{&canyou o 2Mp ?7E8F3
08482058 B 5 _FFFFFF
BA482058 21 ~B012FF'

I Script(S) »

o

2 Seript Functions... 3

i

Fi

B

B

o

2]

o

StrongOD 3
Ultra String Reference »
Appearance 3

BR4820B8
BR46826CA

BA

Copy selection to executable file

Copy zelection to executable file?

Copy all Skip | Eancell

b

* - ——

o

File View Debug Plugins

Options Window Help Tools BreakPoint->

00401267 Registers CFPUD_ R,
BEILZG L. D C @ ES BB23 32bit BC ¥
4849129 E-canyou - UBIBI 29E L 3
Z @1 DS 8823 32bit BS >
a_ni_aaa ChroGa LD
Address [Rex - EERPAUET] 76E26804  REIURN to ntdll.?76E26ED4
[<&ADUAPI] EF 4‘—_— R BN to ntd A
et ¢ e aumnon et
0000678| . EB 2C . SHORT anAPAESE:
N o A e B0 e :
QUGN 2l s o S
a BAABAGTE &A BB PUSH &
<awsERde |60 | dd BB AR oo ,
BB462098| 68 B| dooooess| en og Fut 8 Binary ’
4E DOAEEESS EA_18 FUSH 1@
S8 | F8 BOGDOESE FF7E @& FUSH DWo Assemble
[0 2] oo E'nsdens | Gal ot
44 7 | Goanpeon| 03 Cooeee | I E Search for 3
o 5| Gamasess 1060 RET 18 -
p ol B e Seefie
09402078 |CQ 2 | CoOCCc0 S8 BI3p4BBE | PUSH 483 Goto offset G
Be4p2088| 68 B GES0CN g RO il 30
08462088 |BC 2 | Goaocd | Eo Suseesss | ALl bes =
ap4p2a% 06 8 LT View image in Disassembler |
P i 8812FFn4| | sopBE0AR 5 "
08402008 | BA 0012FFAS || oeooooas
08493888 | Ba 8812FFAC| [ 7FFDADED Tt .
00403888 | B4 8812FFES | | dep000ER
0 9812FFB4 | | 000BE0RR Short b
Doapzac8|3n 2 |enizrras| | e
e 1 9812FFBC Long ’
BB4B38D8 8812FFCE | | BeBDDDER
4B20E | 50 881 2FFC4|| FFFFFFFF |End of  Float ,
004P2058 | CE 8B12FFCE || 26DFEAED |SE han
B84R26F8 | 32 8@12FFCC | | BB6E71DA ¥ | Disassemble
084R38F8 |16 8912FFD6 | | sepppbED L N
96462106 | 89 881 2FFD4 | LaB1 2FFEC frecia
00403168 | c6 BB12FFDE | 26E437CS | RETURN 37CE
084n2118| 63 8@12FFDC| @0461008 canyo ILLY ,
084n3118 | 46 0912FFEG| ?FFDADED
08403128 63 9012FFE4| G00000BD T ;
oe4p2i2s|cE 7 |9B12FFES| dpenpgng s
r -
¥ save file as =S

B Desktop »

- c,:H Search Desktop o]

i Favorites |

B Deskiop
% Downloads

I 4 Recent Places

I & Libraries

|| Documents
& Music

i Pictures

B Videos

|| ™ Computer
&, Local Disk (C:)

Organize ¥ Newfolder

File pame: | [SIITN a1

" Libraries §
gyl System Folder
Administrator L
& System Folder
« B | Computer
| 5yctern Folder

. Network
| System Folder

b
I
LJee

Foxit Reader
Shortcut
204 KB

el -

Save as type: [Executable file (".exe) -]

# Hide Folders

sle OB )l Sy 02



093 (0 O

215 ol 1) s asass Crackme8.exe asby

: 3335 ) oloals ay hSerial gName (sla s)yd

/ Webbit 2004 (5]

B Practice by keygenning

| Name: [IRANLED

Serial: |1212121212 Fuck it. | i

Jlo 335308 20)8 Asly 5)33s s Sy 5o QWS L g Nl “a9)a" Doscs asls o3l ias. 35 o83 Done s asSs @
o ghusladl sl Ssqy Exitasls FUCK IT g Enter (s asls Done (slay sgu )ig)

Resource Hacker

23335 J0 o1 og)s 1y Crackme8.exe (s asly File>Open (sois il § 335 ol 1y asby

~l

Igl Resource Hacker - C_E\U-s_ér;\ﬁdmir:i;aiol’:Desktnp\Cmdiﬁéﬂﬂe - @ﬂu

File Edit View | Action | Help
=23 Dialog




: 00 gbyiwS G (103) guaw g 305 G5 + sop

-

[#y] Resource Hacker - \QNI%Wministratm’\Desktnp\Cmcghgﬁm

ot i opas e LA A
143 Dialog

B2y 103

-4k 1033 103 DIALOGEX 22, 17, 170, 41

STYLE DS CENTER | W5 CAPTION | W5 SYSMEWU
CAPTION "Practice by keygenning this - Ewazy Webbit 2004™
LANGUAGE LANG ENGLISH, SUBLANG ENGLISH US
FONT 8, "Sy=stem"
{

Zompile Script Hide Dialog

CONTROL ™", 1000, EDIT, ES_LEFT | ES_AUTOHSCROLL | ws_| [
CONTRCL ™", 1001, EDIT, ES_LEFT | ES_AUTCHSCROLL | ES_|(I
CONTROL "Name:", -1, STATIC, 55 LEFT | W3 _CHILD | W3 V| [
CONTROL "Serial:", -1, STATIC, SS LEFT | WS _CHILD | WS
CONTRCL "Done"™, 1002, BUTTON, BS DEFPUSHBUTTCN | WS _CH
CONTRCL "Fuck it.", 1003, BUTTCN, BS_PUSHBUTTICN | WS C

¥
[@ Dialog - 103 — E

B.] Practice by keygenning this - Kwazy Webbit 2004

Name: I Done I
Serial: | Fuck it. |

0l93xe Hide Dialog s315 gspiié b yobisas. 333 0lgirs ayaiy Caption gaisss g.0bj €398 (5 0)0)s Slellbl 33) Croawms )
)3 (hAs 1) 0yaiy ginlad

et Lhialo
E?@ 1093 Compile Seript | Hide gialngl
L4 1033 103 DIALOGEX 22, 17, 170, 41

STYLE D5 CENTER | WS_CAPTICH | W5 SYSMENU
CAPTICH "Practice by keygenning this - Ewazy Webbit 2004"
I LANGUAGE LANG ENWGLISH, SUBLANG ENGLISH US
FONT &, "System™
| £




¢s wSs o3 g Name,Serial Jay) sislaccum) Cayg) a6 8)aiy slo gladl i) Olelbl (olal siggs 010 130103 )s a5 johiyes
:Done,Fuck it

arm g oz

¢ |
CONTROL "", 1000, EDIT, E5_LEFT | E5 AUTOHSCROLL | WS_
COWNTROL "", 1001, EDIT, E5 LEFT | E5 AUTOHSCROLL | ES5_
CONTROL "Name:", -1, STATIC, 55 LEFT | WS_CHILD | W3 WV
CONTROL "Serial:", -1, STATIC, 55 LEFT | WS _CHILD | W3
CONTROL "Done"™, 1002, BUTTON, BS DEFPUSHEUTION | W5 _CH
CONTROL "Fuck it.", 1003, BUITON, B5 PUSHEUITON | W5 C

H

: @ire opdd 1) Al § iSye S5 Compile Script s asSs sop § exidae ol ) b pls Jlo

T

| 5 Resaurce Hacker - C!\Users\Admiﬁishalul\M' op\Crackme8.exe

ket Ay
File Edit View Action Help

Dialo
E‘?a mgs Carnpile Seript | Hide Dialog

11033} 103 DIALOGEX 22, 17, 170, 41
STYLE DS_CENTER | WS_CAPTION | WS_SYSMENU
CAPTION "R4ndom Tut-Persian-IRANLED™

LANGUAGE LANG ENGLISH, SUBLANG ENGLISH US
FONT 8, "System"
H

CONTROL "", 1000, EDIT, ES_LEFT | ES_AUTOHSCROLL | WS

CONTROL "", 1001, EDIT, ES_LEFT | ES_AUTOHSCROLL | ES_

CONTROL "Name:", -1, STATIC, SS_LEFT | WS_CHILD | WS_V

CONTROL "Serial:", -1, STATIC, SS_LEFT | WS_CHILD | WS

CONTROL "Enter”, 1002, BUTITON, BS_DEFPUSHBUTION | WS_C

CONTROL "Exit", 1003, BUTTON, BS_PUSHBUTTON | W5_CHILD
¥

e il
[ Dialog - 103

| Rdndom Tut-Persian-IRANLED 2

Name: | Enter |
Seriall [ Exit

& roeut d, module Crockmes) NN e

File View Debug Plugins Options Window Help Tools BreakPoint->

OO OO eSS N =
[<ModuleEr 5 6A 0O USH 0 “TParan = NO
9R401184|| . 68 831084800 |PUSH CrackmeS.B0401883 DlgProc = Crack
@pda1189|| . en v@ PUSH © houner = NULL
@948118B|| . en 67 PUSH 67 pTemplate = 67
@paa1180|| . en @@ PUSH © pHModule = NULL
@940118F || | FF15 0842084800 CALL DUORD PTR [C&KERNEL32.GetModuleHand|LGetModuleHandl
#9a81195|| . 5@ PUSH EAX hInst

@948119¢ || | FF15 20284990 GALL DUORD PTR [<&USER32.DialogBoxParanfLDialogBoxParanf
anaa119¢|| PUSH © ExitCode - B
@940119E|L. FF15 00284800 CALL DWORD PTR [<&KERMEL32.ExitProcess>]LExitProcess
BA481104 cc INT3

#9481 105 ]

98481106 20

99481107 20

@8481108 a0

@9401109 29

Boaaring| 0

AB4B11AC a8 B " Rdndom Tut-Persian-IRANLED

Do4BinE|

gosoiins| oo Neme: |

98481181 ag Serial: |

98481182 29

99481183 20

99481154 a0

99401185 29

AA4R11RA AR




Text strings referenced in Crackmed: text

@iy gadws 1) asly 0g)s sl aliby Jlo

[E=N{ECR =<

Addrezs |Dizazzembly Tedt string -
0481043 PUSH CrackmeS. 06462300 ASCIL "H problem has cocurred”
0348184E| PUSH Crackmed . 86 ASCII "There is no wvalid kew for this name, please use another one.
BA4A1BEC| PUSH CrackheS.BB4823ﬂ4 RSCII "PFFT."
B@4818F 1| PUSH Crackmed . 08402384 ASCII ™you might want To enter a name?™
03481100| PUSH CrackmeE.004023A4 ASCII "PFFT."™ .
0848111 2| PUSH Crackmes . 00402348 —_— 1] "Thats not & proper serial.. Use a normal number betwesn 1 snd 2732 |
03481121 | PUSH CrackmeB.2008402338 "RIGHT™
B0481136| PUSH Crackmed.8048232C "ou got itd"
B3481142| PUSH Crackmes.BB482324 F!SCII "WRONG"
G34811EF|DE 98 ’al CPU =electiond
o

© @ailaye 1) Bad Boyg Good Boy Jas s aSisl @9 g sibl 1,2 shacl ol 330 pol Jupw aSiy) (53 exilsas 1 os b

(Right)pnlas. @39y Good Boy Jas @ sy

ne el 9 Good Boy (allbuol G 1y lgads @l sosys gisled )y el asby a5 s)ls ¢las ay o)liv) Bad Boy g Good Boy: aiss

* - [%G.P.U* - main thread, module Crackme8]

ouwlubas Bad Boy G 1) 1gals
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PUSH ESI IsSigned => FALSE
PUSH ESI p3uccess => NULL
PUSH 3E? ControlID = 3E? (1881.)>
PUSH EDI hilnd

GALL DWORD PTR [<&USER32.GetDlgltemInt>|LGetDlgltemInt

GMP EAX.ESI

JNZ SHORT Crackme8.BB481120

PUSH ESI

PUSH Crackmel.BPR4B23A04 ASCII “PFFT."

PUSH Crackme8.BB482348 ASCII "Thats not a proper serial.. U
PUSH EDI hOuner

CALL DWORD PTR [<&USER32.MessageBoxii>1 MessageBoxh

JMP SHORT Crackme8.BB4B18C?

PUSH EAX

LEA EAX.DWORD PTR [EBP-341

PUSH EAX

CALL Crackmef.BB401888

TEST EAX.EAX

POP ECX

POP ECX

PUSH ESI

JE SHORT Crackme8.AB48113D

PUSH Crackme®.PPR482338 ASCII "RIGHT"

PUSH Crackme®.PB48232C ASCII "You got itt"

JMP SHORT Crackme8.A0481117
MOU EAX.DWORD PTR [4823B41

PUSH Crackme8 00402324 Title = “WRONG"
PUSH BE

POP ECX

chg

IDIU ECX

PUSH DUWORD PTR [EDX»4+4820281 Text

PUSH EDI hOwner

CALL DWORD PTR [<&USER32 _MessageBoxfA>1 MessageBoxh

IHC DWORD PzR [4823B4 1
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71 BC JE SHORT Crackned - 0048113D - [Registers CFPU>
~"[68 38234000 |PUSH Crackmes_BB ASCIT "RIGHT" En% 09000000
T |48 26334000 | PUSH Crachme . aBAB3ISC ASCIT "You got itt" ECY AGCDCIDD
~| EB DA JMP SHORT CrackmeS.@0401117 |EDY oeeeaa?
a4 3 B4234900 |MOU EAX.DUORD PIR [4823B41 | e naacoaan
a8481142 (| - 24234800 |PUSH Crackme8.BB4B2324 Title = "WRONG"
0846114 88 PUSH 4B
9848114 POP ECK
0840114 CD
0840114 F9 IDIU ECK
0840114 3495 282044 PUSH DYORD PIR [EDK»4+4020281 Text
98481154 PUSH EDI houner
88481155 15 10264006 CALL DWORD PTR [<BUSER3Z.MessageBoxA>1 |LMessageBoxn
Bl b R e
98301168 ||+ UFGS SUEFFRELINE Crachnod 084010 ¥§ ) ggﬁiﬁ ?‘ a
B rackne: A8660a
98481175 (| 3 8B45 BB Aol Tha- DHORD PR TERP+ET Case 118 CUM_INITDIALOGY of switch @ Lize i SERIORISRTLT i
ped0(i70 || . 03 Acz3a00 Moy DUORD PTR L1623 1. EAX EFL @@000246 CNO.NB.E.BE.NS.PE,GE.L
09401170 |L.~ E9 47FFFFFF | JHP CrackneS.084810CY STA enpty 8.0
CModuleEy & ] i 1Paran = ST1 enpty 8.0
08481184 || - 83104860 | PUSH 08491883 DlgProc = Crackmaﬂ 80481683 812 enpty 8.0
Sanc e RS e i 6
@48 = plemplate =
08461180 || . 60 PUSH P ifoRale’ = Nt 218 ney) B
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z: JE SHORT Crackned 00401130 S + [Registers CFFU> <
E racknes .
36| 2 rackne8_0040232C ASCIT "You got i e e
38| :~| EB DA ORT Crackne8.BB481117 BOBROBR?
30| > Lai B4234098 |MOU EAX.DWGRD PTR [4B23B41 30000000
42| . 68 24234008 |PUSH CrackmeB.BB402324 Title = "MRONG" B012FAGE
47| . en BB PUSH 6B BB12FAR4
a9|. 59 FOP ECK
4 5 o 8000068
48| F7Fe IDIV ECK Sa)igeln
4p|| 1 FF3495 282044 PUSH DUORD PTR [EDK<4+4828281 Text 8040112F CrackneS .0048112F
54| . 57 PUSH EDI houner i
55| . Fris 19204000 CALL DWORD PTR [{BUSER3Z.MessageBoxA>1 |LMessageBox O = e B 3
5B|| . FFO5 B423400( INC DUORD PTR [4023B4] A @ S5 0823 35hic @< 5
61| . 833D B423400(CMF DWORD PTR [4B23B41,0B 28 D% 053 35hic @< 5
63 || \» BF85 SHFFFEFIJNZ CrackmeS_B804610CY 2 :
S8 FS 03B 32bit 7 FF>
b e il e La T T @ G 8888 NULL
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70/ ;7 B9 EERRFRE|JME Crackmed aa4e10C3 8
75 (> 8Ba5 B8 MOU EAX.DHWORD PIR [EBP*81 Case 118 CWM_INITDIALOG) of switch pi |O @ LastErr ERROR_SUCGESS <G06BG00A>
75|| . 03 AC234008 |HOU DUORD PTR [4B23ACI,EAX EFL @8B80206 CHO,NB.NE.A.NS.PE,GE,G>
7p|L.~ E9 47FFFFFF |JHP Grackme8.@04010CY STO enpty 8
eEirs 6h 0@ PUSH 1Paran = NULL ST1 ompty 8
s4||. 68 83104000 |PUSH Crackmne8.00401983 DlgProc = Crackme8.BB401083 813 empty 8
29(|. 6n 0@ PUSH hOuner = NULL $T3 empty 8
sp|| . en 67 PUSH 67 plemplate = 67 5§74 ooty B
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§¢/| 1 FPaS 0420400 CALL DUORD PIR [CBRNERNELIZ .GetModuleland| LGethoduletiandlen STR ompty 1.00A9ARAGAABANBERAAA
92/ BFis 2620400 CALL DUORD PTR [<BUSERS2.DialogBaxParani LDisiogBoxParand R s
JCI.5 :BA e ElE : W PST 4020 Cond 1 008 Exe @ 010000
9g|L. FFLS 201000 CALL DUORD PTR [<KKERNEL32.Exic W} Random Tut-Persian IRANLED = FCW @27F Prec NEAR,53 Mask 11111
401105 08 DB 88
084811A6 09 DB EE Name: [iranled Enter o
Jump is NOT taken o —
8848113D=Crackne8 . BB40113D Serial: [121212121 Exit
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. 68 38234908 PUSH Crackme8
. 68 20234PAA PUSH Crackme8. EEQEZSZC
-~ EB DA JMP SHORT Crackme8.AR40111'
) A1 B423480@ MOU EAX . DWORD PTR [4l23E4]
_ 68 24234888 |PUSH CrackmeB.B8@482324
. 6A BB PUSH @B
i 53 0P ECX
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= TR IDIU ECX
. FF3495 28284¢ PUSH DWORD PTR [EDX»4+462@628 1
I B PUSH EDI
. FF15 18204098¢ CALL DWORD PTR [<&USER32.MessageBoxA>]
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